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1. Use Clean VMware 

 
With clean Windows XP. 
We will put stuff on desktop then. 



  
2. Install Sysinternals Autlogon 

 

http://download.sysinternals.com/Files/Au
tologon.zip: We need it for later automatic 

extraction (Stoned Bootkit needs restarts 

to become active). 

http://download.sysinternals.com/Files/Autologon.zip
http://download.sysinternals.com/Files/Autologon.zip


  
3. Extract the Files 

 

To desktop. Create shortcut of 
Automatic-Sinowal.com to autostart. 

Create the directory samples on desktop. 



  
4. Copy Sinowal Infectors 

 

Which you have directly downloaded from 
Sinowal server, copy them into samples. 



 

  5. Execute Automatic-Sinowal.cmd 

 

It will do everything automatically. 
Just enjoy! 

Don’t wonder your system will restart 

automatically. 



Your system will restart as many times as many files you have in the directories \samples\. You can put Sinowal 

Infectors or Sinowal Packed Drivers in the samples folder. 

The extracted files for each file will land on Analysis of [Filename] on desktop. You are probably most interested in 

the Unpacked Sinowal Driver.sys file. 

 
When finished, it will display Your PC is now Stoned!  ..again and pause (in console). 

 

 
Issue 1: Sinowal Extractor hangs 

 

It was reported that Sinowal Extractor hangs on writing out the bootkit. If you experience that, please drop me a mail 
together with the Extraction Log.txt from the Analysis.. directory and tell me your configuration (how many 

partitions, what OS you use). 

 

Issue 2: Windows XP is currently only supported! 
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