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Use Clean VMware

. Extract the Files

Copy Sinowal Infectors

. Execute Automatic-Sinowal.cmd
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1. Use Clean VMware

With clean Windows XP.

We will put stuff on desktop then.
o
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Metzwerkumgebung
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Internet Explorer 104 Pro Advanced
(32-hit)
0S Version: Windows XP
Service Pack: Service Pack 2

= System Type: Workstation
Bainfo.exe User Name:

Volumes: C:13.99 GB NTFS

Papierkorb

Swsinalyzer
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Truerypk
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6;‘ 2. Install Sysinternals Autlogon
Arbeitsplatz
http://download.sysinternals.com/Files/Au
tologon.zip: We need it for later automatic
"ﬁ extraction (Stoned Bootkit needs restarts
@ to become active).
MNetzwerkumgebung
75 ’i‘l
# L% 4
Internet Explorer IDA Pro Advanced
(32-bit)
O] Autologon - Sysinternals
'.-: = Uzernarne: adrinistrator
Gielrlfe ez Drarmair:
Papierkarb
=
Swsinalyzer
-
TrueCrypk

Autologon. exe

ﬂjStart @ # @ I Autologon - Sysintern...


http://download.sysinternals.com/Files/Autologon.zip
http://download.sysinternals.com/Files/Autologon.zip

o -

& Autostart -0 x|
.

Eig

Datei  Bearbeiten  Ansicht  Faworiten  Extras 7

OZurUck - O v I.E pﬁuchen H Ordner v 3. Extract the Files

Adresse I@ Zi\Dokurnente und Einstellungen Adrministrakari StartrmenilProgrammel Sukostart

— To desktop. Create shortcut of
- deskkop.ini Automatic-Sinowal.com to autostart.

Datei- und Ordneraufgaben Create the directory samples on desktop.
Yerknipfung mit Automatic-Sinowal

IEE Datei umbenennen

{4y Datei verschisben

Datei kopieren

@ Datei im Web verdffentlichen
() Dateiin E-Mail versenden
¢ Datei lschen

Aukostart
Andere Orte Spile

Yerwaltung Explarer
[@ Programme

[} Eigene Datsien
I Gemeinsame Dok
»j Arbeitsplatz

&) Metzwerkumgebur

Zubehdr Explarer - plle Benutzer

Internet Explorer Lischen

MSM Explarer Umnbenenfhen

Outlook, Express
Femaoteunterskitz
Windows Media Plaver
Windows Messenger
1D Pro Advanced
Malcode Analyst Pack

Mach Mafnen sortieren
Eigenschaften

Details

Sysfnalyzer

ENENENER-AORSE WY A NENENEN £

Prograrmme TrueCrypk

Cokumente

Einstellungen

Suchen

HilFe und Support ﬁ
Ausfihren...

Aubomatic-Sinowal, crd

"administrator” abmeldern. ..

Herunterfahren. ..
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4. Copy Sinowal Infectors

Favoriten  Extras
Which you have directly downloaded from
Sinowal server, copy them into samples.
esse () C:iDok
El grobini.bin.re
Datei- und Ordneraufgaben = qr

@ Ordner im seriffentlichen =2 i - . - . i
: o ; L S W

% Ardner Fraineahe
! Ordner Freigeben IDA Pro Advanced

[ 32-bit)

Internet Explg
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I Eigene Dakeien
S Eigene Dateien n;lnhE-.I:nin.r

I3 Gemeinsame Dokurmerte anh7.bin.¢

ﬂ Arbieitsplatz = anhis bin.r
5 h gnba.bin.r
Papierkork grey . bi
arg.

Details ¥ =l grg_uk. bin, reconstruck

SwsAnalyzer
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Truerypk
Autologon. exe Bukormatic-Sinowal, crd Festore, exe Sinowal Exkractor.exe samples
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5. Execute Automatic-Sinowal.cmd

It will do everything automatically.

Im C:' WINDOWSh system32' cmnd.exe

Just enjoy!
Don't wonder your system will restart
automatically.

jegebene Datei nicht finden.

System herunterfahren

Sinowal Extractor

Version A Jun 8§ 2007
(C>» 2007 Peter Kleissner

Started with Process ID 892, ° g  Das Herunte e , F. ‘
Found unpartitioned space at : g i £ P

ntering check—loop: Zeit biz zurn Herunterfabrer:  00:00:03 IDA Pro Advanced
# Extracted Sinowal Master B {32-bit)

#* Extracted Unpartitioned Sp eldung
#* Found Kernel driver at sec

#* Extracted Kernel Driver sw

lean—up:
# Terminated Sinowal Process

# Restored original MBR and

Sinowal Bootkit extracted suc
Exited successfully.
riicken Sie eine heliehige Taste .

& u m .

Bukormatic-Sinowal, crd Festore, exe Sinowal Exkractor.exe samples

ﬂfStart EF-10 WINDOWS' system... | BRIyl



Your system will restart as many times as many files you have in the directories \samples\. You can put Sinowal
Infectors or Sinowal Packed Drivers in the samples folder.

The extracted files for each file will land on Analysis of [Filename] on desktop. You are probably most interested in
the Unpacked Sinowal Driver.sys file.

When finished, it will display Your PC is now Stoned! ..again and pause (in console).

Issue 1: Sinowal Extractor hangs

It was reported that Sinowal Extractor hangs on writing out the bootkit. If you experience that, please drop me a mail
together with the Extraction Log.txt from the Analysis.. directory and tell me your configuration (how many
partitions, what OS you use).

Issue 2: Windows XP is currently only supported!
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